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RESUMO

Hybrid Anomaly and Change Point Detection for Pump-and-Dump Schemes in Centralized

Cryptocurrency Exchanges

Matheus S. Moura

Orientadores:
Diogo S. Mendonga

Resumo da Dissertagao submetida ao Programa de Pés-graduagao em Ciéncia da Computacao do
Centro Federal de Educagao Tecnolégica Celso Suckow da Fonseca CEFET/RJ como parte dos
requisitos necessarios & obtengao do grau de mestre.

O rapido crescimento dos mercados de criptomoedas intensificou as preocupagoes relacionadas
a praticas de manipulacao de mercado, e particularmente aos esquemas de pump-and-dump. A
deteccao desses esquemas permanece desafiadora devido a alta volatilidade das criptomoedas e a
disponibilidade limitada de dados confiaveis. Trabalhos relacionado baseiam-se predominantemente
em técnicas de deteccao de anomalias, as quais frequentemente apresentam dificuldades com pre-
cisao e adaptabilidade. Neste trabalho, propomos dois métodos de detecgao offline que exploram um
arcabouco hibrido combinando deteccao de anomalias e de pontos de mudanca para a identificagao
de esquemas de pump-and-dump. O primeiro método, HD Pump, integra a detecgao de anomalias
de volatilidade em séries temporais de pregos com a deteccao de pontos de mudanga aplicada ao
volume negociado. O segundo método, HD Pump Plus, estende essa abordagem ao substituir a
série temporal de precos por uma série temporal baseada em rush orders. A avaliacdo experimen-
tal em um conjunto de dados contendo 178 eventos confirmados de pump-and-dump da exchange
Binance mostra que o HD Pump Plus supera abordagens estatisticas anteriores, alcancando pre-
cisao de 96,4%, recall de 89,3% e Fl-score de 92,7%. Esses resultados demonstram a efetividade
da estratégia hibrida de deteccao em avancar o estado da arte, mantendo simplicidade metodolégica.

Palavras-chave:
Criptomoedas, Pump-and-dump, Deteccao de fraudes, Deteccao de anomalias, Detecgao de pon-
tos de mudanca

Rio de Janeiro,

April 2026



ABSTRACT

Hybrid Anomaly and Change Point Detection for Pump-and-Dump Schemes in Centralized

Cryptocurrency Exchanges

Matheus S. Moura

Advisors:
Diogo S. Mendonga

Abstract of dissertation submitted to Programa de Pos-graduagdo em Ciéncia da Computagao -
Centro Federal de Educagao Tecnologica Celso Suckow da Fonseca CEFET/RJ as partial fulfill-
ment of the requirements for the degree of master.

The rapid growth of cryptocurrency markets has intensified concerns regarding market manipu-
lation practices, particularly pump-and-dump schemes. Detecting such schemes remains challenging
due to the high volatility of cryptocurrencies and the limited availability of reliable ground-truth
data. Prior work has predominantly relied on anomaly detection techniques, which often exhibit
limited precision and adaptability. In this work, we propose two offline statistical methods that
explore a hybrid framework combining anomaly detection and change point detection for pump-
and-dump detection. The first method, HD Pump, integrates volatility anomaly detection in price
time series with change point detection applied to trading volume. The second method, HD Pump
Plus, extends this approach by replacing the price time series with a rush-order-based time series.
Experimental evaluation on a dataset of 178 confirmed pump-and-dump events from the Binance
exchange shows that HD Pump Plus outperforms prior statistical approaches, achieving a precision
of 96.4%, recall of 89.3%, and Fl-score of 92.7%. These results demonstrate the effectiveness of
hybrid detection strategies in advancing the state of the art while maintaining methodological sim-
plicity.

Key-words:
Cryptocurrency, Pump-and-dump, Fraud detection, Anomaly detection, Change point detection
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Chapter I Introduction

The adoption of cryptocurrencies and blockchain technologies has been on the rise since the
inception of Bitcoin (BTC) by Nakamoto [2008| [Jalal et al., 2021]. By 2025, the total market
capitalization of cryptocurrencies surpassed 4 trillion dollars!, exceeding the estimated 2025 GDP
of countries such as the United Kingdom, France, and Brazil [Dept., 2025]. These facts highlight
the growing significance of blockchain technologies and their increasing influence on both markets
and governments.

The adoption of cryptocurrencies within traditional markets accelerated with the introduction of
spot exchange-traded funds (ETFs) based on cryptocurrency assets on American exchanges in early
2024 [Schmitt, 2024]. According to CoinMarketCap?, these instruments have already reached a
total capitalization exceeding 160 billion dollars in assets under management. This rapid expansion
has also drawn increasing attention from governments.

In March 2025, the US government announced the creation of the “United States Digital Asset
Stockpile” as a strategic reserve [House, 2025|. Additionally, governments are investing in alternative
applications of blockchain technology, such as China’s incorporation of blockchain into its 14th five-
year plan to strengthen national industry [Cai et al., 2021|, and the Brazilian Central Bank had its
own plan to develop a digital currency named Drex3.

Despite the rapid global development and adoption, the egalitarian and decentralized nature of
the blockchain ecosystem has also facilitated various forms of criminal activity. One of the earliest
use cases of cryptocurrencies was their use in anonymous online black markets, such as the Silk Road
drug marketplace [Hout and Bingham, 2013|. As adoption and market capitalization have expanded,
illicit activities involving cryptocurrencies have also intensified. According to the Chainalysis 2025
Crypto Crime Report?, wallets linked to illicit activities received approximately 40 billion dollars in
2024, primarily originating from scams, malware, and stolen funds. Among these illicit practices, a
particularly prevalent type of scam is the Pump-and-Dump (PD) scheme.

PD is a kind of price manipulation scheme which aims to artificially inflate an asset price to

subsequently sell it to unsuspecting investors, who are lured by coordinated hype created by the

! According to CoinMarketCap (https://coinmarketcap.com/charts/) and Forbes (https://www.forbes.com/
digital-assets/crypto-prices/?sh=7065bd802478), accessed on September 15, 2025
2https://coinmarketcap.com/etf/, accessed on September 15, 2025
3https://www.bcb.gov.br/estabilidadefinanceira/drex, accessed on September 17, 2025
‘https://go.chainalysis.com/2025-Crypto-Crime-Report.html, accessed on September 17, 2025


https://coinmarketcap.com/charts/
https://www.forbes.com/digital-assets/crypto-prices/?sh=7065bd802478
https://www.forbes.com/digital-assets/crypto-prices/?sh=7065bd802478
https://coinmarketcap.com/etf/
https://www.bcb.gov.br/estabilidadefinanceira/drex
https://go.chainalysis.com/2025-Crypto-Crime-Report.html

scheme insiders [Victor and Hagemann, 2019]. In cryptocurrency markets, PDs are usually orches-
trated through public groups on platforms that provide encrypted communication and anonymity,
such as Telegram and Discord. When the group becomes large enough to have economic power to
influence prices in their selected set of target exchanges®, they begin to operate.

Their workflow is simple: first they make an announcement of the target exchange and pairing
coin®, which is to allow the members to prepare their funds and allocate time for the scheme. Then,
at the designated time, the targeted asset is revealed and the group members engage in coordinated
buying and the luring of unsuspecting investors on social media [Xu and Livshits, 2019|. The pump
generally reaches its peak within minutes, after which rapid sell-offs occur once signs of decline
emerge, leaving unwitting holders with significant losses.

The rapid and artificial price surges induced by PD schemes diverge substantially from the
usual patterns observed in cryptocurrency time series. Prior research has predominantly employed
anomaly detection techniques, although these methods frequently encounter limitations in terms of
precision and adaptability [Rajaei and Mahmoud, 2023]. To overcome these challenges, the present
study explores hybrid anomaly and change point detection methods, assessing whether this kind of
framework enhances the effectiveness of PD detection relative to approaches based exclusively on
anomaly detection.

This study builds upon two previous studies of hybrid methods for PD detection, which combine
anomaly detection and change point detection techniques. The first method is the published work
HD Pump (HDP) that represents the initial effort to employ such a hybrid framework [Moura et al.,
2024]. Tt is followed by HD Pump Plus (HDP+), an extension on the original method that modifies
the Anomaly detection (AD) component to use a preprocessed series derived from order counts,
referred to as rush orders. Both methods operate by processing raw trading records obtained from
a centralized cryptocurrency exchange and applying an ensemble of offline event detection algorithms
to produce a time series in which PD events are flagged.

The HDP is an offline statistical method that consists of two primary components: the AD
component, which identifies volatility anomalies in the price time series, and the Change point
detection (CPD) component, which analyzes the Cumulative sum (CUSUM) of the volume time
series [Moura et al., 2024]. Even though HDP is the first approach to combine AD and CPD for
PD detection in cryptocurrency markets, it achieves performance superior to previous statistical
methods [Moura et al., 2024].

The HDP+ represents an extension of the HDP method, enhancing the original methodology
by modifying the time series analyzed by the AD component. While both methods share the same

overall workflow, HDP- replaces the ensemble of algorithms applied to the price time series in HDP

5An organized market or platform for trading cryptocurrencies.
SA cryptocurrency used to trade against another cryptocurrency.



with the Robust Empirical Mode Decomposition (REMD) algorithm applied to the rush orders
time series. Rush orders, introduced by La Morgia et al. [2020], are a lightweight feature defined
as the count of trading records executed at the exact same millisecond. This feature captures the
behavior of participants placing large buy orders that are filled by multiple sell orders simultaneously,
producing multiple trade records at the same timestamp.

The experimental evaluation of HDP -+ uses a dataset of 178 confirmed PD events in the Binance”
exchange, obtained from the dataset provided by La Morgia et al. [2020]. The results, summarized
in Table V.1, demonstrate a performance improvement of HDP+ over the original HDP and other
methods, achieving a precision of 96.4%, recall of 89.3%, and Fl-score of 92.7%. Compared to the
original HDP, HDP-+ is able to improve precision and recall, increasing these metrics by 39.6%
and 5%, respectively. These improvements enhance the detection and prevention of PD schemes by
expanding the range of detection frameworks and addressing practices that compromise the integrity
and reputation of cryptocurrency markets.

Beyond these results, our methods present additional contributions to the PD event detection
landscape. The HDP introduces the first modeling of a PD event in time series as a change point,
and consequently represents the first hybrid approach combining AD and CPD. In turn, HDP+
highlights the potential of rush-order-based time series for the detection of PD events and, as a
statistical method like HDP, does not require training data.

The remainder of this study is organized as follows. Chapters Il and III present the theoretical
background and a review of related work. Chapter IV describes the methodological framework
in chronological order, detailing the evolution from HDP to HDP+. Each method is discussed
individually, emphasizing the specific modifications and improvements introduced in relation to its
predecessor. Chapter V outlines the experimental protocol and presents the experimental results.

Finally, Chapter VI concludes the paper and discusses potential future research directions.

"The largest cryptocurrency exchange at the time of this work.



Chapter II Background

The PD scheme has a long history in the stock market and a straightforward premise [Kamps
and Kleinberg, 2018]. Initially, the perpetrators identify a publicly traded security as their target,
typically small-cap stocks or low-liquidity assets due to their susceptibility to price manipulation,
allowing them to exert significant influence with relatively small investments. Subsequently, they ac-
cumulate significant quantities of this security. Following the acquisition, they promote the security
aggressively through misleading information and market hype, disseminating false and deceptive
information aimed at artificially inflating its price [Kramer, 2005].

Unlike traditional financial systems, most cryptocurrencies operate without central authorities
to process transactions, instead utilizing the peer-to-peer technology known as blockchain. The
egalitarian nature of cryptocurrencies has introduced a new era of decentralized authority, provid-
ing transaction privacy, anonymity, and a lack of deterrence [Kethineni and Cao, 2020]. However,
these characteristics have created a favorable environment for online criminal activities using cryp-
tocurrencies, such as PD schemes.

A PD scheme in the cryptocurrency market is a form of market manipulation in which the
price of a cryptocurrency is artificially inflated to generate profits for the scheme insiders. This
practice relies on coordinated efforts to create misleading hype, luring unsuspecting investors into
purchasing the targeted asset at an inflated price. Once the price peaks, the perpetrators sell off
their holdings, causing a sharp decline that leaves late investors with significant losses [Kamps and
Kleinberg, 2018].

The scheme follows a structured process, illustrated in Figure II.1. It begins with the group
bootstrap, where organizers establish groups on platforms like Telegram or Discord to gather par-
ticipants. In some cases, exclusive VIP groups receive privileged early access to pump information
in exchange for a fee. Following this, an announcement is made, providing details of the planned
pump, including the date, time, exchange, and the cryptocurrency to be targeted [Hu et al., 2023].
Before the event, the group organizers accumulate the asset, discreetly purchasing large quantities
of the chosen cryptocurrency to maximize their eventual gains [Xu and Livshits, 2019].

At the designated time, the pump phase begins, during which organizers publicly disclose the
targeted asset and urge members to buy. This coordinated activity creates a surge in demand,

driving the price upward. Misleading information may be disseminated to attract external investors



[La Morgia et al., 2020] to amplify the effect. Once the price peaks, the dump phase ensues, where
the group members sell off their holdings, triggering a rapid price collapse. Finally, in the post-pump
phase, organizers often share misleading profitability statistics to maintain the illusion of success

and recruit participants for future schemes |Xu and Livshits, 2019].

Group Bootstrap

4>[ Announcement ]j
Post-Pump ] [ The Pump

L[ The Dump

Figure I1.1: Stages of a pump-and-dump scheme in cryptocurrency markets. The process begins with
recruiting and organizing a pump-and-dump group and then announcing the pump details. During
the pump phase, coordinated buying artificially inflates the price, often attracting unsuspecting
investors. Once the price peaks, the dump starts, where organizers sell their holdings, causing a
price collapse. Finally, in the post-pump phase, misleading statistics may be shared to maintain
the illusion of profitability and recruit new participants.

Classification-based anomaly detection methods have been the predominant approach to detect-
ing PD schemes in cryptocurrency markets, which include statistical and machine learning-based
techniques [Rajaei and Mahmoud, 2023|. Both approaches focus on identifying unusual trading
patterns within the time series data of the targeted cryptocurrency. The labeling of PD events is
typically conducted through longitudinal studies that monitor PD groups on social media platforms,
such as the one conducted by La Morgia et al. [2020]. Given the structured nature of PD schemes,
their detection requires methods capable of identifying anomalous price and volume patterns within
time series data.

Time series analysis is a commonly used methodology framework in financial markets for exam-

ining the temporal dynamics of variables such as price and trading volume [Han et al., 2022]. A



time series Z is defined as an ordered set of T' observations Z = (z1, 22, ..., 27), where z; and zp
are the first and last observations, respectively. The observations are normally recorded at regular
time intervals. The regularity of observation is related to the sampling rate of the time series. Time
series with a higher sampling rate are referred to as high-frequency time series, while time series
with a lower sampling rate are referred to as low-frequency time series. Time series can also be
classified based on their dimensionality. A univariate time series is a time series representing one
variable, while a multivariate time series is one representing multiple variables. Time series can also
be classified based on their analytical components. A time series can be defined as an aggregation
of three components: the trend component (/3;), the seasonal component (7;), and the residual or
random component (w;) [Ogasawara et al., 2025].

In the context of cryptocurrency markets, one such use for time series analysis is in detecting
the sudden and artificial changes in the valuation and trading activities that can be characteristic
of a PD scheme. Event detection is a specific type of time series analysis that is specifically tailored
towards the detection of important changes in the behavior of a time series that can be characteristic
of a specific type of event. A difference is that an event represents a type of meaningful fluctuation
in the underlying process that is generating the data [Ogasawara et al., 2025|. Some other such
events that can be detected in a time series include detecting network intrusions in network traffic
data, equipment failures in industrial data, and diseases in electrocardiogram data.

There are three main types of events that can be detected in a time series. The first type is
that of an anomaly. An anomaly represents a type of data point that is significantly different from
the expected data point. The second type is that of a change point. A change point represents a
type of shift between different regimes in a time series, which generate changes in the statistical
properties. The third type is that of a motif. A motif represents a type of recurring data pattern
that can be characterized by a specific type of shape [Ogasawara et al., 2025].

Event detection methods can be applied under different temporal settings depending on the
requirements of the application. Offline detection analyzes previously collected data to identify
events retrospectively. Online detection processes streaming observations in real time, often requir-
ing incremental updates to the detection model. In contrast, event prediction seeks to forecast the
occurrence of future events based on historical observations. Formally, an event may be defined as
an observation at time ¢t whose temporal characteristic deviates from the expected behavior derived
from neighboring observations beyond a predefined threshold o [Ogasawara et al., 2025].

PD schemes create abrupt and significant price and trading volume fluctuations that do not
conform to historical trends [Kamps and Kleinberg, 2018]. In order to detect the PD events, most
studies employ anomaly detection methods [Rajaei and Mahmoud, 2023|. Anomalies in time series

are abnormal patterns or events that appear not to be generated by the same process that generated



most of the observations of the series. Formally, an observation z; is considered an anomaly if its
temporal component deviates significantly from both its expected value based on the k preceding
and k following observations. This condition is satisfied when both deviations exceed a predefined
threshold o |Ogasawara et al., 2025].

For example, a basic method for anomaly detection in time series is the application of statistical
thresholds to moving averages of price and trading volume. Data points exceeding three standard
deviations from the series mean can be flagged as potential anomalies [Ogasawara et al., 2025].
Despite the effectiveness of statistical threshold-based anomaly detection, distinguishing PD events
from normal market volatility remains challenging [Rajaei and Mahmoud, 2023]. More advanced
techniques, such as machine learning-based methods or hybrid approaches combining anomaly de-
tection with change point detection, have been explored to address these limitations.

Event detection methods also relies on data preprocessing to improve their performance. There
are many tasks that data preprocessing can be applied to time series [Ogasawara et al., 2025].
However, our hybrid methods have a wide use of data transformations. The HDP employs the
First-order differencing (DIFF) and CUSUM transformations, while HDP+ uses rush orders paired
with CUSUM.

The DIFF transformation is used to improve the data quality for the volatility AD component
of HDP. This transformation is applied to the average price time series to highlight fluctuations
in volatility, thereby facilitating the identification of PD events as anomalies. Formally, given a
time series Z at observation ¢, the observations for the DIFF series d; are defined as d; = z; —
zt—1 [Shumway and Stoffer, 2017]. An example of the resulting time series after applying DIFF
preprocessing is shown in Figure I1.2.

Conversely, the CUSUM serves not only to enhance data quality but also is the transformation
that enables the detection of PD events as change points. As depicted in Figure 11.3, the CUSUM
preprocessing converts each observation into the cumulative sum of itself and all preceding obser-
vations. Formally, if Z represents the original time series, the CUSUM series at time t is defined as
ct = 22:1 z;. The CUSUM series emphasizes shifts in the level or mean of the series by cumula-
tively summing the data points, thereby aiding in the identification of significant alterations in the
statistical properties of the series [Takeuchi and Yamanishi, 2006].

In contrast to DIFF, the rush order transformation introduced by La Morgia et al. [2020] is able
to significantly improve the performance of AD for PD events as illustrated in Table II.1 [La Morgia
et al., 2023]. Its concept arises from limitations in the trading data provided by the Binance API,
which does not include complete order-level information. The available Binance trading records are

compressed, meaning that a single order executed at different prices is fragmented into multiple
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Figure I1.2: Visualization of the anomaly detection component of the HD Pump method applied
to the first-order differenced (DIFF) price time series of the pump-and-dump event involving the
Everex cryptocurrency on September 1, 2021. The experiment uses a chunk size of 3600 seconds
and a total time frame of 180000 seconds.

records. As a result, a single limit order' executed at multiple price levels is recorded as several
individual trade records occurring at the same millisecond. The rush order transformation is thus
defined as the number of times trades are executed at the exact same millisecond, as illustrated by

Figure I1.4.

Table II.1: Comparison of the rush order feature vs. first-order differentiation of the price series
using a simple outlier detection method, which identifies events when an observation deviates by
more than three standard deviations from the series mean.

Series Precision Recall F1l-score

Price DIFF 40.6% 69.1% 49.2%
Rush orders 72.0% 97.7% 80.2%

LA type of order that executes only at a specified price or better.
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Figure I1.3: Visualization of the change point detection component of the HD Pump method applied
to the cumulative sum (CUSUM) volume time series of the pump-and-dump event involving the
Everex cryptocurrency on September 1, 2021. The experiment uses a chunk size of 3600 seconds
and a total time frame of 180000 seconds.

Our hybrid methods are also built using off-the-shelf event detection algorithms from the
Harbinger framework [Salles et al., 2020]. The HDP uses an ensemble of Generalized Autoregressive
Conditional Heteroskedasticity (GARCH) and Harbinger RED algorithm (RED) for anomaly detec-
tion and an ensemble of Chow test and General Fluctuation Test (GFT) for change point detection,
while HDP+ swaps the ensemble of AD in favor of the REMD algorithm.

The GARCH algorithm is designed for identifying volatility anomalies in financial data time
series. It operates by modeling the expected volatility at a given time point based on both prior and
subsequent volatility. An observation is classified as anomalous when its actual volatility deviates
significantly from the GARCH’s predicted value [Ogasawara et al., 2025].

In contrast, the RED algorithm is designed as a wrapper of the Empirical Mode Decomposition
(EMD). The EMD is a time-frequency decomposition algorithm suited for nonlinear and nonsta-

tionary time series. The EMD decomposes the time series into a set of intrinsic mode functions
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Figure I1.4: Visualization of the anomaly detection component of the HD Pump Plus method applied
to the rush orders time series of the pump-and-dump event involving the Everex cryptocurrency on
September 1, 2021. The experiment was conducted using a chunk size of 3600 seconds and a total
time frame of 180000 seconds.

(IMFs) and employs a frequency separation technique based on roughness curve analysis to distin-
guish between high-frequency and low-frequency components, finally detecting the anomaly on the
residual component [Ogasawara et al., 2025].

The Chow test is a regression-based change point detection method used to identify structural
changes in a time series that can be modeled using linear regression [Ogasawara et al., 2025|. It tests
the null hypothesis of no structural change against the alternative hypothesis that regression coeffi-
cients vary over time. The test assumes a linear regression model, where observations are expressed
as a function of independent variables with time-dependent coefficients. When the potential change
point is known, the test involves fitting separate ordinary least squares (OLS) regressions to the
data segments before and after the change point, then computing an F-statistic to assess whether
these segmented models provide a significantly better fit than a single regression model. Besides

that, to improve the Chow test recall, the labeling process is adjusted such that any observation
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following a positively labeled instance is also assigned a positive label [Ogasawara et al., 2025].

The GFT, in contrast, fits a regression model to the time series and evaluates the stability of its
residuals under the null hypothesis of no structural change. Unlike the Chow test, which focuses on a
single predefined change point, GFT detects structural changes by analyzing fluctuations in residuals
or parameter estimates of a fitted regression model. Under the null hypothesis of no change, these
fluctuations follow expected statistical boundaries derived from central limit theorems. Deviations
beyond these limits indicate structural shifts in the time series.

On the other hand, HDP+ uses the REMD, which comprises the EMD algorithm and the
Autoregressive Integrated Moving Average (ARIMA) model. The EMD is used to decompose the
time series, subsequently, the ARIMA model is applied to the high-frequency components to generate
time series predictions. Anomalies are then identified by computing the probability of an observation
aligning with the ARIMA prediction, where observations classified as outliers within this probability
distribution are flagged as anomalies [Souza et al., 2024].

Another important aspect to discuss is the evaluation of our hybrid methods, we employ the
metrics: accuracy, precision, recall, and F1-score. These metrics are widely adopted in related works
from Chapter III, facilitating direct comparison with existing approaches. Accuracy is defined as the
proportion of correctly classified observations relative to the total number of observations. Precision
measures the proportion of true positive PD detections among all instances classified as PD events.
Recall, also referred to as sensitivity, quantifies the proportion of correctly identified PD instances
relative to the total number of actual PD events. The F1l-score represents the harmonic mean of
precision and recall, providing a balanced assessment of both false positives and false negatives.

Each one of these metrics is illustrated respectively in Equations II.1, I1.2, I1.3 and II.4. Let
TP (True Positives) denote the number of observations correctly identified as part of a PD event;
TN (True Negatives) represent the number of observations correctly identified as not part of a
PD event; F'P (False Positives) are the non-PD observations incorrectly classified as PD; and F'N
(False Negatives) are the PD observations that were incorrectly classified as non-PD. These metrics
are widely adopted in the literature and provide an assessment of a detection model’s performance,
particularly in imbalanced classification problems such as PD event detection. Finally, given that
the dataset comprises PD events involving different cryptocurrencies and occurring at various points
in time, all metrics are computed independently for each dataset. The final reported performance

scores correspond to the average values across all datasets.

TP+TN
TP+TN+ FP+FN

Accuracy = (I1.1)
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TP

Precision = TP FP (I1.2)
TP

Recall = ——— I1.3

T TPTFN (1L.3)

2 - Precision - Recall
F1-S = 1.4
core Precision + Recall (IT4)
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Chapter III Related Work

Several approaches have been proposed for detecting PD schemes in cryptocurrency markets,
ranging from statistical anomaly detection to machine learning and deep learning models. Some
studies place a stronger emphasis on the theory and the problem definition, with the work of Xu
and Livshits [2019] being among the most relevant. Their study provides an analysis of the behav-
ior of PD groups by monitoring more than 300 Telegram channels associated with such schemes.
However, their objective is to predict which cryptocurrency will be targeted prior to a PD group
announcement, which differs from the focus of this work. Accordingly, we concentrate on studies
that detect PD schemes based on time series data extracted directly from cryptocurrency exchanges.

The work of Kamps and Kleinberg [2018] is one of the pioneering studies on cryptocurrency
PD schemes. It offered an early formalization of these schemes and presented a methodology for
detecting them using AD algorithms. Their method identifies local conditional point anomalies
by detecting simultaneous price and volume trend irregularities. Furthermore, their method has
parameters that optimize recall, precision, or a balance between metrics. However, a limitation of
their study lies in the dataset used: it lacks confirmation of whether the analyzed events were actual
PD schemes.

The limitation of labeled data encountered by Kamps and Kleinberg [2018] was subsequently
addressed by the work of La Morgia et al. [2020], who introduced a publicly available dataset of
confirmed PD schemes. Their work focused on monitoring PD groups that primarily operated on
the Binance exchange, with order data restored using the Binance API, which allows retrieval of
every transaction within the complete trading pair history. La Morgia et al. [2020] also reproduced
the work of Kamps and Kleinberg [2018] using their dataset.

Beyond the studies compared in this work, there are more complex methods in the literature
that focus on the detection of PD schemes in cryptocurrency markets, particularly through machine
learning-based approaches [Rajaei and Mahmoud, 2023]. An example is the work by La Morgia et al.
[2023], which expanded upon La Morgia et al. [2020] by introducing another type of PD scheme:
the crowd pump. Unlike traditional PD schemes, crowd pumps involve large-scale, decentralized
coordination, often through social media platforms. A notable example is the GameStop short
squeeze of 2021, which La Morgia et al. [2023] used as a case study to extend their previous work.

Their detection of the fraud schemes achieved a detection performance of 98.2% precision and
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91.2% recall, using a random forest model that leverages a rush order feature. Chapter IV presents a
detailed discussion of rush orders. However, despite their effectiveness, rush orders have limitations,
as their utility relies on access to complete trading records and characteristics of the data from the
Binance exchange, which may not be available for every exchange.

While previously mentioned research relied on statistical or machine learning—based anomaly
detection methods, Bello et al. [2023] introduced a novel deep learning—based approach for identi-
fying PD events in cryptocurrency markets. Their method, termed Low Latency Detection (LLD),
employs an unsupervised deep learning framework designed to automatically detect PD activities
on centralized exchanges. In contrast to prior studies that frequently employ supervised models
dependent on future data and are thus constrained to post hoc analysis, the LLD approach em-
phasizes low-latency detection, prioritizing minimal detection lag to enable the timely activation of
algorithmic regulatory mechanisms. Their model underwent an evaluation with 55 confirmed pump
events from Binance, between January 2021 and August 2022. Across all 55 events, the method
achieved a precision of 78%, a recall of 83%, and an F1-score of 80%.

However, to ensure a fair comparison, we evaluate our methods only against the method proposed
by Kamps and Kleinberg [2018|. This choice is motivated by the availability of the large dataset
provided by La Morgia et al. [2020] and by the fact that they have already reproduced the experiment
of Kamps and Kleinberg [2018], thereby addressing a key limitation of the original study, namely
the absence of a dataset with ground-truth labels. Furthermore, both of our methods operate at the
same temporal resolution (referred to as the chunk size in Chapter V) using one-hour aggregation
intervals. This ensures that the comparison is performed on identical time series, in contrast to
the experiments of La Morgia et al. [2020], which employ finer temporal resolutions. Finally, both
our methods and the approach of Kamps and Kleinberg [2018] is an offline statistical detection
methods that do not require training data, eliminating the need for additional preprocessing or

model training steps during evaluation.
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Chapter IV Method

This chapter presents the methodology adopted to investigate the detection of PD schemes in
cryptocurrency markets. The objective is to evaluate whether a hybrid framework that combines
AD and CPD can improve the effectiveness of identifying PD events when compared to approaches
that rely exclusively on anomaly detection. To achieve this objective, we present two offline sta-
tistical methods, namely HDP and HDP+. The first method integrates volatility-based anomaly
detection applied to price time series with change point detection performed on trading volume. The
second method extends this approach by replacing the price-based analysis with a rush-order-based
time series, aiming to improve the detection capability of the framework. Ultimately, the proposed
methodology seeks to advance the state of the art in PD detection while maintaining methodological
simplicity and supporting the identification and prevention of these fraudulent practices in cryp-
tocurrency markets.

Both HDP and HDP+ follow a similar workflow, as illustrated in Figure IV.1. We first provide
an explanation of the HDP workflow. Subsequently, we describe the enhancements introduced in

HDP+, with a focus on the features that distinguish it from the HDP.

3. Anomaly
Detector

1. Time Series 2. Data
Extraction Preprocessing

5. HD Pump/HDP+
Ensemble

Figure IV.1: Workflow shared by our hybrid detection methods, HD Pump and HD Pump Plus, for
pump-and-dump schemes in centralized cryptocurrency exchanges.

4. Change Point
Detector

i i

The first stage of the workflow is the transformation of input data from cryptocurrency exchanges
into time series, enabling the application of event detection methods. Both methods focus on data
from the Binance exchange, which, at the time of this study, is the largest cryptocurrency exchange.
This choice is motivated by the expectation that PD schemes on Binance require the coordination
of larger trading volumes. Moreover, Binance also provides comprehensive access to historical trade
records through its API, enabling detailed analyses of past PD events.

The input data obtained from the exchanges is in the format of trading records, which correspond
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to the chronological sequence of executed orders on the exchange platform within a given time
interval. As illustrated in Table IV.1, each record contains several attributes describing an individual
trade. The Coin Pair column indicates the traded market, composed of the target cryptocurrency
and its pairing asset, which is not necessarily a cryptocurrency but is most commonly Bitcoin. The
Datetime column specifies the exact timestamp at which the trade was executed. The Side column
indicates the trade direction, identifying whether the operation corresponds to a buy or sell order.
The Price (BTC) column represents the unit price of the traded asset denominated in the pairing
asset. The Amount column indicates the quantity of the cryptocurrency exchanged in the trade,
while the Volume (BTC) column represents the total traded value expressed in the pairing asset. In
some datasets, the price may not be explicitly provided, as it can be derived by dividing the traded

volume by the traded quantity.

Table IV.1: Sample of trading records for the Everex cryptocurrency token paired with Bitcoin on
the Binance exchange.

Coin Pair Datetime Side Price (BTC) Amount Volume (BTC)
EVX/BTC 2020-12-28T21:33:52.620Z2 BUY 1.073e-05 3680 0.03949
EVX/BTC 2020-12-28T21:33:56.493Z SELL 1.068e-05 52 0.00055
EVX/BTC 2020-12-28T21:33:58.183Z SELL 1.068e-05 713 0.00761

However, the trading records must be transformed into time series to enable analysis. Therefore,
the first step in the workflow is the transformation of these records into time series. This process
involves aggregating records into fixed time intervals, referred to as chunks.

As illustrated in Table IV.2, each row corresponds to an aggregated interval. The Bin column
identifies the starting timestamp of the time interval to which the records were aggregated. The
Number of Orders column represents the count of trading records executed within that interval.
The Average Price (USD) column indicates the mean trading price of the asset during the interval,
expressed in US dollars. The Volume Sum (USD) column represents the total traded volume
accumulated within the interval, also expressed in US dollars. In the HDP method, for each chunk,
the average price and total traded volume are computed, resulting in the extracted time series.
Additionally, the time series extraction step enriches the data by converting price and volume
from Bitcoin into US dollars in order to mitigate the noise generated by the high volatility of
cryptocurrency markets.

Following the extraction of time series, the second step in the workflow is data preprocessing.
This stage aims to enhance the performance and reliability of the detection algorithms by empha-
sizing patterns and structural changes within the data. The HDP method applies two distinct

preprocessing techniques, each specifically designed for its corresponding detection component.
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Table IV.2: Sample of the time series extracted for the Everex cryptocurrency token, generated by
the time series extraction step of the HD Pump method.

Bin Number of Orders Average Price (USD) Volume Sum (USD)
2020-12-28 22:00:00 39 0.287 10791.83
2020-12-28 23:00:00 40 0.291 9732.60
2020-12-29 00:00:00 15 0.279 3442.75

The AD component utilizes the DIFF preprocessing, which highlights changes in volatility.
While the CPD component employs the CUSUM preprocessing technique. PD events are typically
analyzed using anomaly detection methods [Rajaei and Mahmoud, 2023|, the application of CUSUM
transforms the short-term effects of PDs into structural changes in a time series, thereby enabling
the use of change point detection algorithms.

Following the preprocessing stage, the resulting time series are processed by the detection com-
ponents of the HDP method. The third stage is the AD component that utilizes the DIFF average
price series, while the fourth stage is the CPD component which operates on the CUSUM of the
volume series. Both components employ off-the-shelf event detection algorithms provided by the
Harbinger framework® [Salles et al., 2020].

Anomaly detection identifies abnormal patterns that deviate significantly from expected behav-
ior, often indicating critical events within a domain. PD schemes create abrupt and unusual price
and trading volume spikes, which can be modeled as anomalies within a time series [Kamps and
Kleinberg, 2018|. Various techniques, including statistical models, machine learning, and signal
decomposition methods detect these anomalies by analyzing deviations from typical series behavior
[Ogasawara et al., 2025].

The HDP AD component, illustrated in Figure 1V.2, is designed to focus on precision, based
on the premise that PD events may be easy to detect as anomalies. However, the challenge lies in
distinguishing genuine PD events from the high volatility of cryptocurrency markets. To address
this, AD component prioritizes precision, being able to detect easy PD events with high confidence,
while leaving a broader detection of events to the CPD component.

Change point detection is the process of identifying specific observations where significant mod-
ifications occur in the statistical properties of a time series, such as shifts in mean, variance, or
trend. These change points signal transitions between different underlying processes generating the
time series and are crucial for system monitoring, adaptive modeling, and real-time decision-making
[Ogasawara et al., 2025]. The HDP method leverages CPD to identify PD schemes where abrupt

volume fluctuations might indicate PD activity.

'Harbinger framework CRAN package: https://cran.r-project.org/web/packages/harbinger/index.html
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Figure IV.2: Representation of all steps involved in a detection using the HD Pump anomaly
detection component.

Therefore, the CPD component employs an ensemble that integrates Chow test and GFT algo-
rithms, as shown in Figure IV.3. The ensemble strategy is to return a positive label for observation
classified as PD by both algorithms. Besides that, the Chow test algorithm used is slightly modified,
for each observation labeled positive, the previous observation is also labeled as positive, emphasiz-

ing the focus of the CPD in the recall metric.
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Figure IV.3: Representation of all steps involved in a detection using the HD Pump change point
detection component.

The fifth and final stage of the workflow is the ensemble of the AD and CPD component results.
Ensembles are widely used to improve detection performance by combining multiple base algorithms.
The assumption is that individual detectors may perform better on specific subsets of inputs, and
aggregating their outputs can enhance overall performance. Formally, given an input dataset X of
n data tuples in a d-dimensional space, ensemble approaches build K base detectors, each operating
on a randomly selected subspace X; C X. Each base detector assigns an event score to the data
tuples in its respective subspace. These scores are then aggregated to yield a final score for each
tuple, which serves as the basis for the final result [Han et al., 2022].

Finally, the output of the HDP method is the combination of the AD component and the
CPD component results. Given the distinct characteristics of each component and the challenge
of distinguishing true events from false positives caused by high market volatility, the ensemble
strategy is designed to enhance precision without sacrificing recall. Specifically, if both components

agree on at least one positively labeled observation, the final result consists of the intersection of
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their positive labels. Otherwise, the output defaults to the positive labels produced by the CPD
component alone. This approach leverages the high confidence detections of the AD component to
filter false positives, without compromising the recall achieved by the CPD component.

In order to explain the HDP method described above, a simple example is given with a hypo-
thetical cryptocurrency token, ToyCoin, paired with USD, traded on a cryptocurrency exchange.
The detection process has five steps:

The detection process starts with raw data. In the case of ToyCoin/USD pair data, the data
is aggregated based on hourly intervals. The interval from 12:00 to 13:00 has 10 trades with an
average price of $1.00 and a total volume of $500. The next interval from 13:00 to 14:00 has 12
trades with an average price of $1.05 and a volume of $600. A sudden event is detected from 14:00
to 15:00 with 500 trades with an average price of $5.00 and a volume of $5,000. The next interval
has 400 trades with an average price of $0.50 and a volume of $4,000. The HDP method creates
two time series from the above data: the average price and the total volume.

For the average price time series data, the DIFF is calculated. The DIFF is the difference
between consecutive values. In the above example, the DIFF for the average price is calculated as
the difference between the average prices, for example the DIFF for second interval and the third
interval: $5.00 - $1.05 = $3.95. For the total volume time series data, the CUSUM is calculated.
The CUSUM is the cumulative sum of the values. In the above example, the CUSUM for the total
volume is calculated as the cumulative sum of the volumes: $500, $600, $5,000 and $4,000 becomes
$500, $1,100, $6,100 and $10,100.

The differenced price series is then passed on for analysis by the AD component. In this case,
the algorithms used are the RED and the GARCH. These algorithms detect volatility anomalies. In
the toy data set provided, the high price volatility observed during the third interval is most likely
to be detected by both algorithms. The CUSUM series is then passed on for analysis by a set of
algorithms that belong to the CPD component. In this case, the algorithms used are the Chow test
and the GF'T. These algorithms detect structural changes in the statistical properties of a series.
In the toy data set provided, the high rate of accumulated trading observed during the third and
fourth intervals is most likely to be detected by both algorithms used in the CPD component.

The last stage involves a combination of the results from both the AD component and the CPD
component. In this case, the results from both components are integrated by the HDP ensemble.
This ensemble only declares a PD event if both components identify the same interval as an event. In
the toy data set provided, the anomaly detection component declares the third interval anomalous,
while the change point detection component declares both the third and fourth intervals as PDs.
The intersection of these results is the third interval, which is then identified by the HDP as a PD

event.
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On the other hand, HDP—+ extends the original HDP method by incorporating the rush order
feature introduced by La Morgia et al. [2020] and replacing the anomaly detection ensemble with
the REMD algorithm. Despite these enhancements, HDP+ retains the overall workflow presented in
Figure IV.1, encompassing steps from time series extraction to the final result aggregation. However,
since the detection components in HDP+ are no longer specialized for precision or recall, the final
ensemble strategy is simplified accordingly.

Cryptocurrency exchanges try to emulate traditional brokerages by offering common order types,
such as market and limit orders. Market orders execute immediately at the best available price,
while limit orders execute only at a specified price or better. In PD schemes, organizers with prior
knowledge can strategically place limit orders in advance to profit once the scheme begins. The rush
order feature captures this behavior by identifying bursts of trades executed at the same millisecond,
indicating the simultaneous triggering of limit orders.

The rush order feature is highly effective, as highlighted in Table II.1. Its contribution to
performance improvement is further reinforced by the study conducted by La Morgia et al. [2023],
discussed in Chapter III, where it played a key role in achieving state-of-the-art results. The
incorporation of rush orders also establishes a higher performance benchmark for the HDP+, as
demonstrated by the results in Chapter V. However, despite its advantages, the rush order feature
presents limitations. Its applicability depends on the availability of complete trade records, which
may not be accessible for all exchanges or in every circumstance. Moreover, access to more detailed
order type information than Binance makes available could facilitate the development of even more
precise and discriminative features, further enhancing the accuracy of PD detection.

Following that, the HDP+ introduces a new AD component in order to detect PD events in
rush orders series. This new AD component relies on the REMD algorithm, from the Harbinger
framework [Salles et al., 2020]. REMD is a hybrid technique that integrates EMD with an ARIMA
model, which are detailed in Chapter II.

For the final classification, the HDP+ ensembles the results of this REMD-based AD component
with the same CPD component of HDP. The AD component identifies anomalies within the rush
order time series, which can be interpreted as abrupt increases in price triggering limit orders.
These unusual spikes in rapid buying activity are characteristic of the initial pump phase of the PD
scheme, as colluding members attempt to inflate the price quickly. Conversely, the CPD component
is designed to identify significant structural changes in the cumulative volume series, detecting
observations that exhibit notable shifts in overall trading volume. The ensemble of these results
is determined by the intersection of the positive labels from both the AD and CPD components,

ensuring that only the most confident positive-labeled observations are retained.
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Chapter V Results

The experiments of HDP and HDP+ used real-world cryptocurrency trading data collected from
the Binance exchange, however, building a dataset of PD events is a formidable challenge, requiring
longitudinal monitoring of the groups perpetrating the scheme to have ground truth for the labels.
Therefore, we leverage the dataset provided by La Morgia et al. [2020].

The La Morgia et al. [2020] dataset has 178 Binance PD events conducted by Telegram groups.
The events are listed in a CSV file, where each row corresponds to a single PD occurrence and
serves as input to a script that retrieves historical trading data from the Binance exchange using
the Cryptocurrency Exchange Trading library (CCXT). However, the La Morgia et al. [2020] dataset
does not have raw data versioned in their GitHub repository'. Besides, since March 2025 the Binance
changed its API making data prior to this date available only by the portal Binance Vision, which
makes their script unusable to retrieve data.

In order to facilitate the access to this dataset and the reproducibility of our work, we are
providing all data used in our experiments, including La Morgia et al. [2020] raw data. Additionally,
to ensure comparability with their original experiments, we filtered the events present in the dataset
to retain only those used in their experiment. This step was required, as the list of PD events was
updated after their experiments and Binance might remove certain cryptocurrencies from their
catalog.

Each PD event in the dataset comprises a collection of trade records spanning from 12 days
before to 7 days after, in one CSV file. Each trade record includes information such as the symbol
(cryptocurrency and its pairing coin), timestamp, trade side (buy or sell), amount, price, and
volume (denominated in the pairing coin). Given the potential pairing-coin volatility, our workflow
also enriches the dataset using the Live Coin Watch API? to obtain price and volume data in US
dollars, thereby mitigating potential noise. The trade records are subsequently transformed into
time series by aggregating them into predefined time chunks and computing the average price and
average volume.

Following the construction of the time series, we conduct an exploratory analysis of the numerical

attributes number of orders, average price (USD), sum volume (USD) and rush orders. Since the

"https://github.com/SystemsLab-Sapienza/pump-and-dump-dataset
2https://www.livecoinwatch.com/tools/api
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objective is to understand how these variables behave in relation to PD activity, we analyze their
distributions by separating observations associated with labeled events from those corresponding
to normal trading periods. We examine the density plots of each attribute, which provide a visual
comparison of the distributions under both conditions.

Figure V.1 shows that the distribution of average prices during PD events resembles a half-
normal distribution. This pattern arises because asset prices are strictly non-negative and because
the majority of the cryptocurrencies targeted in these schemes typically trade at relatively low price
levels, often only a few U.S. dollars or less. An observation derived from this distribution is that
PD events do not appear to concentrate around specific target price levels. Instead, it suggests that
the organizers of these schemes do not pursue a predefined price objective, but rather attempt to

inflate the asset price to whatever level can be achieved under the prevailing market conditions.
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Figure V.1: Probability density plot of average price in U.S. dollar comprising all 178 Binance
pump-and-dump events from La Morgia et al. [2020] dataset.

However, constructing the same probability density plots for number of orders, sum volume
(USD), and rush orders reveals a limitation related to the imbalance in the observations. Each

dataset contains only a single labeled PD event while covering several days of regular trading activity
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for the corresponding cryptocurrency. Consequently, the number of observations associated with
PD periods is substantially smaller than those corresponding to normal market conditions. This
imbalance results in probability density curves for the event class that are nearly flat in comparison

to those of the non-event class, as illustrated in Figure V.2.
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Figure V.2: Probability density plot of number of rush orders comprising all 178 Binance pump-
and-dump events from La Morgia et al. [2020] dataset.

Another important consideration regarding the evaluation metrics is the potential presence of
unidentified PD events within the dataset, which may be the case of Figure V.3. The ground truth
labeling in the dataset is derived from the monitoring of PD groups on Telegram, ensuring that all
labeled PD events are genuine. However, it is possible that other unmonitored groups also engaged
in PD activities targeting the same cryptocurrencies and within the dataset time frames. This
possibility is supported by the observation that, given the high trading volume on Binance, the set
of cryptocurrencies susceptible to price manipulation is limited, thereby increasing the likelihood of
PD schemes executed by unmonitored groups. Consequently, the presence of undetected PD events
in the dataset may negatively impact the measured precision.

The source code for both the HDP and HDP+ methodologies, along with the necessary datasets
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Figure V.3: An example illustrating the difficulty of detecting a pump-and-dump event solely based
on the average price of the targeted cryptocurrency. The observation corresponding to the pump-
and-dump event is highlighted in red.

for experimental replication, is publicly available in our GitHub repository3. The version correspond-
ing to the original HDP study is preserved under the tag HDPump, while the HDP+ implementation
is organized within a separate directory named hdp plus. The source code of both methods are
completely in R, and we encourage the use of the RStudio IDE for reproduction.

To execute the HDP+ experiments, you may clone the repository, set the R working directory
to repository root, configure the desired experimental parameters, execute the main script and
invoke the main function. Additionally, we recommend registering a Live Coin Watch API key as
the LCW_API KFEY environment variable to enable data enrichment. In the absence of the key,
experiment executions will be limited to chunk sizes for which cached conversion data is already
available in the repository.

The experimental setup includes four main parameters: time frame, chunk size, preprocessing,
and detector. The time frame parameter specifies a temporal window in seconds, which constrains
the length of the time series. The chunk size parameter defines the size of the aggregation window
used to convert raw trading records into time series; within each chunk, price values are aggregated
using the mean, volume using the sum, and rush orders using the count function. The preprocessing
parameter specifies the technique to be applied to the time series data, selected from those defined
in the preprocessing module. Finally, the detector parameter indicates the detection strategy to be
used, as implemented in the strategy module.

The experiments reported in this chapter use a time frame parameter of 180,000 seconds, corre-

3https://github.com/mmoura-dev/pump- and-dump
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sponding to a 100-hour window centered around each PD event, and a chunk size of 3,600 seconds
(i.e., one hour). The choice of a one-hour chunk size maintains consistency with the original HDP
study, which also uses this configuration to enable comparison with the statistical anomaly detec-
tion approach proposed by Kamps and Kleinberg [2018|. The 100-hour time frame aligns with the
experiments of La Morgia et al. [2020], who limited their analysis to a 24-hour window, while also
satisfying the requirement of some detection algorithms for a larger number of observations. The

results obtained from these experiments are presented in Table V.1.

Table V.1: Comparison between HD Pump Plus (HDP+), HD Pump (HDP) [Moura et al., 2024|
and Kamps and Kleinberg [2018] method results reported by La Morgia et al. [2020] for pump-and-
dump event detection using 1 hour chunk size.

Classifier Precision Recall F1l-score
Kamps (Initial) 15.6% 96.7% 26.8%
Kamps (Balanced) 38.4% 93.5% 54.4%
Kamps (Strict) 50.1% 75.0% 60.5%
HDP 56.8% 84.3% 67.9%
HDP (AD) 71.6% 46.1% 56.1%
HDP-+ (AD) 90.3% 92.7% 91.5%
HDP+ (CPD) 47.7% 90.4% 62.4%
HDP-+ 96.4% 89.3% 92.7%

As the results of the AD component in Table V.1 illustrate, the use of the rush order feature
significantly improves the overall results achieved by the original HDP. The results of the CPD
component showed slight improvements, which can be attributed to an update of the R package
Harbinger to a newer version. The updated version 1.1.787 included several fine-tuning adjustments
to its detection methods compared to version 1.0.707 used in the original HDP [Moura et al., 2024].
These changes have effects on the HDP+ results, as the updated Harbinger is used in its experiments.
Moreover, the overall precision of HDP+ improves significantly due to the ensemble approach, which
effectively combines AD and CPD to reduce false positives.

The comparison reveals a significant performance improvement. The CPD component alone
achieves a 90% recall rate while maintaining a considerable advantage in precision compared to
the more recall-focused configurations of the Kamps and Kleinberg [2018] study. The ensemble
approach of HDP+ demonstrates a significant increase in precision compared to the standalone AD
component. This result suggests that integrating CPD helps filter out market volatility-induced

anomalies, improving classification confidence with only slightly reduced recall.
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Chapter VI Conclusion

PD schemes are a common form of market manipulation that undermine the reputation of
cryptocurrency markets. Detecting such schemes remains challenging due to the high volatility of
these markets. Consequently, existing state-of-the-art approaches have predominantly relied on AD
techniques. In this context, this work investigates whether a hybrid method that combines AD and
CPD is able to further advance the state of the art in PD detection.

To address this gap, this work presented two methods: HDP is the first iteration of a hybrid
approach that combines AD and CPD for the detection of PDs in cryptocurrency markets. Subse-
quently, the HDP+ extends it, incorporating the analysis of rush orders. Both methods underwent
peer review and publication. The HDP method was published as a short paper at the XXXIX
Simposio Brasileiro de Bancos de Dados (SBBD 2024), where it received an honorable mention in
the Best Short Paper Award category [Moura et al., 2024]. The HDP+ method was accepted for
publication in the Journal of Information and Data Management (JIDM), Special Issue: SBBD
2024 (Short and Extended Papers).

Both HDP and HDP+ operate in an offline detection setting, making them comparable to
approaches that require access to the complete time series. Despite being a first iteration, HDP
achieves performance that is comparable to other statistical offline detection methods operating
on one-hour data chunks. Building upon this baseline, HDP+ yields an improvement, attaining
precision and Fl-score values above 90% while maintaining a recall of 89%.

These results represent an improvement over existing statistical detection methods and highlight
the potential of hybrid approaches, enabling performance that is competitive with more sophisti-
cated methods, such as those based on machine learning algorithms. Moreover, these contributions
strengthen the body of knowledge on the detection and prevention of PD schemes, supporting ef-
forts to reduce their prevalence and, consequently, to enhance the credibility of the cryptocurrency
ecosystem.

However, as offline detection methods, HDP and HDP—+ require access to both pre-event and
post-event data to identify PD schemes, which prevents them from providing real-time warnings or
timely alerts to market participants while a scheme is unfolding. Additionally, the use of one-hour
data chunks for aggregation, although enabling direct comparison with earlier statistical models,

also limits the temporal granularity of the detection.
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Future research may address these limitations by adapting the proposed hybrid framework to an
online detection setting, shifting the focus from retrospective analysis to the provision of real-time
warnings for investors and exchanges. In this streaming scenario, the interaction between detec-
tion components introduces a temporal challenge: algorithms designed to detect point anomalies
are likely to identify potential events earlier than change point detection algorithms. This occurs
because change points represent structural changes in the statistical properties of a time series,
which typically require multiple observations to confirm. Consequently, an integrated ensemble of
detectors must either account for this inherent detection delay or manage the continuous revision
of observations that may have already been preliminarily flagged as PD events.

Another promising direction is to extend the applicability of the approach beyond cryptocur-
rency markets, investigating its effectiveness in traditional financial settings, such as stock markets,
including small-cap equities. Overall, this work shows that hybrid detection strategies offer a promis-
ing direction for PD detection, balancing effectiveness and methodological simplicity. The proposed
methods provide a foundation upon which future online and cross-market extensions can be built,

contributing to more reliable and transparent market surveillance mechanisms.
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